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Re: · " WC Docket No. 10-90, WC Docket No. 11~2 
~ -2014 ETC Annual RepOrt.ofW~htitlton ec,~:nty RuralTelephone Cooperative, Inc. 

~ Study Area Code'3.~~ · · ~ 

Dear· Secretary, 
"" .,;. ··. :.:· 

. . , ... ' 

v ~·. • • .1 · . _' ( ·~ • -~-, ' • • 

On behalf of Washlngtbn.'Counfy Rural Telephone Cooperative, Inc., we have attached for filing confidential 
. - -·· ', . . .. } _--:_ ., . . . 

and '~dactecfv,ersiOns of· the FCC F0rm '481' ETC annual reporting information pursuant to .. 47 CFR 54.313 and 
47· CFR 54.422' of the Commission's rules~ .Washington County .R·u.rll T~leph~rii . &oi>eratiV~, Inc. seeks . 
ainfldenttal treatrrient ~nder.:the . FCC's Protective Order for t~ Information filed pu~uant to Section 

. 54.313(f)(i) of the Co;.,mlssron's reaulatlons1
: .. ·wishlnaton County RuraFTetephone eoOperatlve, Inc. also 

seeks confidential treatment under the Comm~n's existing c0nftdentlality ruie~·at 4~ CFR 0.457 and 47 CFR 
J' • . . ' ' •• ·'• c. . .·· .. ~' ~ .' ~·. " . .'" . . . .... • 

0.459 for the infOrmatlon fl!e'a pursuant to Section 54.313(a)(1). The redacted version Is also being flied this 
··. date-Via-the FCC's·Etectro~licSmr\;~rit Fmnl svs~m. '· · · _, ~. · ·', ·. :· ··· .. · !, 

~~·_ . ·.. " 
~v«~;. 
Sara Morris ·:·:·:, ·, · · ' 

Accounting Min~g~r. . 
washfnston_c(juntv Rurai Telephone Cooperative, tnc. 
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3208341n510.pdf 

Service Quality Standards & Consumer Protection Rules Compliance 

Please refer to the followlns documents re11rdln1 annual CPNI Certification with accompanying 

procedures as well as the documentation resardlnc the current Red Fla1 suspension status, including the 
1/27/2011 Board of Directors Resolution that exempts Washlnston County Rural Telephone 

Cooperative, Inc. from compliance with the FACT Act Red Flag Identity Theft Prevention Program. The 
Board of Directors asreed to continue the Indefinite suspension on January 19, 2012, January 17, 2013 
and January 16, 2014. 



CPNI Template Submiaion http://apps.fcc.gov/eb'CPNI/fccCPNI-ste 
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~ I ~ I Updates I E-Flllna I In!Uotlves I Consumers I Find Peoo!e 

CPNI Template Submission 
I 

customer Proprietary Network lnformauon CCPNI) CerUflcation Home 

Annual 47 C.F.R. I M.2009(e) CPNI Certification Template 
EB Docket 01-31 

The new CPN.1 Submlulon was Aved. 

Cqnflnnatlon Number: 77919324 

Certtftcatlon Year: 2013 

Date Flied: Feb 21 201' 9:51AM 
Nam• of Signatory: Roland King 

l1tle of Signatory: P,..ldent 

Company covered by this certlfk:atlon: 
• Washington County Rural Tel. Coop. Inc. dbll T ..... Meclla 

SOlutlona (808455) 

Attachment: • CPNI Certification ~.JU 

_ VM!'* end vertty this CPNI SUbmiuion I 
Return to CPNI Home 

FCC Home I Search I &SS I Updates I E-Flllng I Initiatives I ConSlJroers I Find f>eople 

Federal Communications Commission Phone: 1-888-CALL.fCC 
44512th Street SW (1-888-225-5322) 
Washington, DC 20554 TTY: 1-888-TELL.fCC 
More FCC Contact lnfoanatlon,,. (1-888-835-5322) 

Fax: 1~18.0232 
E-mail: fcclnfo@tcc.gov 

CPNI Templ•te Submission SOftw•re Version 00.01.03 April s, 2011 

- Privacy Polley 
- Website Policies & Notices 
- Required Browser Pluojns 
- Freedom of lnfpnnation Act 
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lin!!;!! I !!!!!; I Upd- I ~!llk!ii I 1•11!- I Qmlllll@ ' I 
/ 

Customer Proortetay Network Information CCf>Nll Certlflcat!on Home 

Annual 47 C.F.R. § 64.2009(e) CPNI Certification Template 
IB Docket 06-36 

SIA>mlllion Confirmation Number: 77119324 

Annual 64.2009(e) CPNI Certification for 2014 covering the prior calendar year: j2013 

1. Date flied: 

2. Name of company(s) 
covered by this certification: 

3. Form 499 Aler ID(s): 

4. Name of signatory: 

5. Tltte of signatory: 

6. Certification: 

jFeb 21 2014 9:59AM 

• Washington County Rural Tel. Coop. Inc. dba Tele-Media 
Solutfons (808455) 

I, jROiltld King [name of officer signing certification] , certify that I am an officer 
of the company named above, and acting as an agent of the company, that I have personal 
knowledge that the company has establlshed operating procedures that are adequate to ensure 
compliance with the CommtSslon's CPNI rules. see 47 C.F.R. § 64.2001 et seq. 

Attached to this certification Is an accompanying statement explaining how the company's 
procedures ensure that the company Is In compliance with the requirements {lncludlng those 
mandating the adoption of CPNI procedures, training, recordkeeplng, and supervisory review) set 
forth In section 64.2001 et seq. of the commission's rules. 

The company [ r has r. has not] taken actions (I.e., proceedings Instituted or petitions flied 
by a company at .either state commissions, the court·system, or at the Commission against data 
brokers) against data brokers In the past year. (NOTE: If you reply In the affirmative, please 
provide an explanation of any actions taken against data brokers.] 

The company [ (" has r. has not] received customer complaints In the past year concerning 
the unauthorized release of CPNJ [NOTE: If you reply In the afflnnatlve, please provide a 
summa,Y of such complaints. This summary should lndude number of complaints, broken down 



CPNI TC111plate Submission http://apps.fcc.gov/eb/CPNI/fccCPNI _ disp 

I REDACltD-FOR PUBUCINSPECTION I 
by category or complaint, e.g., Instances of Improper access by employ~s, Instances of 
Improper disclosure to Individuals not authorized. to receive the Information, or Instances of 
Improper access to onltne Information by lndlvtduals not authorized to view the Information.] 

The company represents and warrants that the above certification Is consistent with 47. C.F.R. § 
1.17 which requires truthful and accurate statements to the Commission. The company also 
acknowlectges that false statements and misrepresentations to the Commission are punishable 
under Tltte 18 of the U.S. Code and may subject It to enforcement action. 

Signed: [ P' Signature of an officer, as ~gent of the earner) 

Attachmenta: Accompanying Statement explalntng CPNI procedures 

Explanation of actions taken against data brokers (If appUcable) 

SummatY of customer complaints (If applicable) 

.• 

.!~· ..... 

CPNI Certification 2013,pdf 

Return to CPNI Home 

FCC Home I Search I BSS I Updates I E·Flllng I Initiatives 

Fedn Communications Commission Phone: 1~-CALL·FCC 
44512th Street SW (1-888--225-5322) 
Wuhlngton, DC 20554 TTY: 1-888-TELL.fCC 
More FCC Contact lntormation... (1~322) 

Fax: 1-886-418-0232 
E-mall: fcclnfo@fcc.gov 

Consumers And People 

• Privacy Polley 
• Weblfte Policies & Noticg 
• Reaulred Broww Plua-los 
• Freedom of lnfonnation Act 

CPNI Template Submission Software Version 00.01.03 April s , 2011 
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ANNUAL 47 C.F.& § 64.2009Cc> CPNI Certiftqdon 

EB Pocket 06-36 

Appgal 64.200900 CPNI CertUJ.caUon for 2013 coyerin1 the prior qlendlr year 2013 

1. Date filed: 02121/2014 

2. Name of company covered by this certification: 
Washington County Rural Telephone Cooperative, Inc. 

3. Form 499 Filer ID: 808455 

4. Name of signatory: Roland King 

S. Title of signatory: President 

6. Certification: 

I, Roland King, certify that I am an officer of the company named above, and acting as an agent 
of the company, that I have petlOnal knowledge that the company has established operating procedures 
that are adequate to CDS\ll'C compliance with the Commission's CPNI rules. Sec 47 C.F.R. § 64.2001 ct 
seq. 

Attached to this certification is an accompanying statement explaining how the company's 
JXOCCdures ensure that the company is in compliance with the requircmcDts (including those mandating 
the adoption of CPNI procedures, training, recordkecping, and supervisory review) set forth in section 
64.2001 et seq. of the Commission's rules. 

The. company has not taken actions (i.e. proc.eedinp instituted or petitions filed by a company at 
either state commissions, the court system, or at the Commission against data brokers) against data 
brokers in the past year. 

The company has not received customer complaints in the past year conceming the unauthorized 
release of CPNI. 

The company represents and warrants that the above certification is consistent with 47 C.F.R. § 
1.17 which requires truthful and accurate statements to the. Commission. The company also 
acknowledges that false. statements and misrepresentations to the Commission are punishable under Trtle 
18 of the r· Code llDd may subject it to eofon:emeut action. 

S1pcd: k.QJiC ~ Date: _o(-+A-~+--4+-~ ---
Attachment: Accompanying Statement explaining CPNI procedures 



REDACTED -FOR PUIUCINSPECTION 

Attlchmtnt AccornPMvlna ltattmtnt of ODtratlna Proctclurn 

Per the FCC CPNI rules (47 CFR §64.2009(e)] and as referenced In the attached signed 
certification, Washington County Rural Telephone Cooperative, Inc. dlb'a Tele-Media Solutions, 
herein referenced as the Company hereby certiftea that the Company [and Its affHlates] ia In 
compHance with the FCC CPNI rules and has outtined some of the Important operating 
procedures below in order to ensure the Company's compliance in the protection of CPNI: 

1. CPNI manual has been updated In order to account f« ail FCC CPNI rules, lncluc:Ung the recent 
revisions. and ha been adopted by our Company'• board 

2. CPNI Comptlance ofllcer has been clesfgnated to overaee au CPNI duties, training, and activity 
o Establlhed an outbound marketing Sl.4)8r'VISOfY review process f6r 1he use of CPNI 
o Records n mallitailed for any marketing campaigns that utilize customers' CPNI for a 

minimum of one year 
3. Ernp6oyeel have been trained on when they are, and are not. authorized to use or dllcloee CPNI 

o Olsclpltnary process has been defined and Is In plaoe for violations and/or breaches of CPNI 
4. C&rrler authentication requlrwn.,ts.have been met 

o All customer during a customer..mttiated telephone call are authenticated as being an 
authorized 8CCO\.l\t contact before dlsc:usalng CPNI (non-call detail ot caH detaH) without 
uttllzing reedly avallable biographical or account Information as defined by 1he FCC 

o Cell datal Is only released to customers durtng customer..intuated telephone contact if a 
password Is provided. If the requesting customer does not provide a password, only the 
foltowtng FCC approved methods ere permitted for the relaaH of the requested call detail: 

• Sending 1he requested datalt to the address of record (only a phyalcal or email 
address associated with that particular account that has been In OLI' company fUes for 
at leaat 30 days) 

• C8lllng the customer back at the telephone of record (only disclosing if the customer 
was authenticated as being an authOrlzed aCCCUlt contact) 

• Having customer come In to Company's office and provide a valid government Issued 
photo ID 

5. Notice to customer of account change as custom•s are notified Immediately when a customer 
creates « ctwiges one of 1he fotlowtng: 

0 password 
o customer response to a back-up means of authentication for loat or fOfgOtten passwords 
o onllne account · 
o address of record 

B. Noace of unaiu1hortzed disclolln of CPNI, a notification process Is In plaoe In order to notify both law 
enforcement and custaner(1) In the event of a CPNI bre8ch within the tlmeine specified by 1he FCC 

7. Opt-out method f« approval of CP.NI use for marketing campaigns 11 utllzed 
o Customers are notlfted b~nnualfy of their rights for the use of their CPNI In marketing 

campalgnl 
o New customers are notified of the opt-out procedure a1 a part of the cuaiomer sign-up 

proc8SI 
o BllJng system displays cuatomer's opting status 
o Coriipllance officer retains ·cPNI noUftC:atlons and opting records for at least two years 

8. Additional protection meaa1res are taken above and beyond the cl.mint FCC CPNI rules 
o Company takes reasonable measures to dlacoYer and protect agailst activity that Is 

Indicative d pretexting 
o Company maintains security of all CPNI, Including but not lfmtted to: 

• Documents containing CPNI are shredded 
• Computer terminals are locked when employee Is not at the station 
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REDACTtD - FOii PUHi.iC INSPECTION 

USOUJ110N tl272111owTJIB80.AllD':OP DDIBCI'ORS JJOR 
WASRINGTON COUN'IY RURAL TELEPBONgfX>oPERATIVE, INC 

RmOUmON: At a nwnna of the Board of Dlrccton of W .......... c.oaty Rbiil 
T....,_ Cooperldte, lac, haelfter referred to as tbc Board. wbicb was held on 
J~ 27, 2011, ~the following resolution WIS UDMliJDOIJSly passed: 

BB IT RF.SOLVED, thll tbe Red Fiii Proaram Clarification Act of 2010 
exequ W ....... CGant1 llllnl Ttleplr.GM Cooperllllft. lac. dlbla T*r 
Media Sollldam from bavin& to comply with tbe PACT Act Red Flaa Identity 
Theft Pnsvend~ Pn;aram. bRafter referred to• u tbe Propam. ·which was 
created in lelp(mle to the requiremmts of the Red Flag llulel ~tablilbed by the 
Department of die Treuwy. Federal Reletve System. Federal Deposit lnsUrance 
Carpor1tioo. Deplrtmeot of the Treaswy. National Ciedit Union 
Adniiniacration. IDd Pederal Tiide C.Ommiaaion. which implemmtecl Section 
114 of the Pair and Aa:uram Oedlt Tnmlctiona Act of·2003: 

I. Tbat the Red Flag Clarificadoo Act ~ the Fair Credit 
Repcxtina ~ with n=spect to tbe appllcibility of identity theft 
pidelkw to cmditon. 

2. 'lbat the Act narrowed the definition of a "creditor" as someone who 
ow aedit lepOdl. fumiabel eomumer infonnadoo to credit 
ftlPOl1ina apociea or "advances funds ... bued on an obliption of the 
person to repay tbe ftmds or repaylble from specific property pledps 
by or on~ of the person ... " ·and narrowed the scope of the Rule 
by eumpt.iaa from die definition of "creditor" the follQwing 
criterion. "does not include a creditor ...• that adyances funds on 
behalf of a penon for expemes inddentll to a lerVice proVidcd by 
the eteditor to that person." 

BE IT FUR1HBR RBS()LVBD. that tl)e Boald will 1mpead indefinitely 
Wllbinaton Ccuaty Runl Telephone Cooperative, Inc. dlbla Tde-Media 
~· P~cr Act. ·Reel Flaa Identity Theft Pleveation Program and will 
review • 1elst lmMJally and comply .. necellley to ~ changing idendty 
dddlb. 

IN wrrNPSS WHBRBOP, I have aftiied my name as ~ of said w........_ 
c.oaty Rani Teh(fMme Coofe:rattYe, Ille.. this~ day of Ju~ 2011. 


